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INFORMATION TECHNOLOGY

Agencies Need to Improve Their Application
Inventories to Achieve Additional Savings

What GAO Found

Most of the 24 Chief Financial Officers (CFO) Act of 1990 agencies in the review
fully met at least three of the four practices GAO identified to determine if
agencies had complete software application inventories. To be considered
complete, an inventory should (1) include business and enterprise information
technology (IT) systems as defined by the Office of Management and Budget
(OMB); (2) include these systems from all organizational components; (3) specify
application name, description, owner, and function supported; and (4) be
regularly updated. Of the 24 agencies, 4 (the Departments of Defense,
Homeland Security, and Justice, and the General Services Administration) fully
met all four practices, 9 fully met three practices, 6 fully met two practices, 2 fully
met one practice, and 3 did not fully meet any practice (see figure).

Assessment of Whether Agencies Fully Met Practices for Establishing Complete Software
Application Inventories

Number of practices
Fully met Fully met

4 3 2

Number of agencies

Fully met Fully met Fully met

1 0

Source: GAO analysis of agency information. | GAO-16-511

A January 2016 OMB requirement to complete an IT asset inventory by the end
of May 2016 contributed to most of the agencies fully meeting the first three
practices. Agencies that did not fully address these practices stated, among
other things, their focus on major and high risk investments as a reason for not
having complete inventories. However, not accounting for all applications may
result in missed opportunities to identify savings and efficiencies. It is also
inconsistent with OMB guidance regarding implementation of IT acquisition
reform law, referred to as the Federal Information Technology Acquisition
Reform Act, which requires that Chief Information Officers at covered agencies
have increased visibility into all IT resources. Not accounting for all applications
also presents a security risk since agencies can only secure assets if they are
aware of them.

Each of the six selected agencies relied on their investment management
processes and, in some cases, supplemental processes to rationalize their
applications to varying degrees. However, five of the six agencies acknowledged
that their processes did not always allow for collecting or reviewing the
information needed to effectively rationalize all their applications. The sixth
agency, the National Science Foundation (NSF), stated its processes allow it to
effectively rationalize its applications, but agency documentation supporting this
assertion was incomplete. Only one agency—the National Aeronautics and
Space Administration (NASA)—had plans to address shortcomings. Taking
action to address identified weaknesses with agencies’ existing processes for
rationalizing applications would assist with identifying additional opportunities to
reduce duplication and achieve savings.
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GA@ U.S. GOVERNMENT ACCOUNTABILITY OFFICE

441 G St. N.W.
Washington, DC 20548

September 29, 2016

The Honorable Ron Johnson

Chairman

Committee on Homeland Security and Governmental Affairs
United States Senate

The Honorable Jason Chaffetz

Chairman

Committee on Oversight and Government Reform
House of Representatives

In fiscal year 2017, the federal government is expected to spend more
than $90 billion on information technology (IT), including software
applications. Applications are software components and supporting
software hosted on an operating system that create, use, modify, share,
or store data in order to enable a business or mission function to be
performed. This includes custom, commercial off-the-shelf, government
off-the-shelf, or open-sourced software. In a memorandum issued in
March 2013, the Office of Management and Budget (OMB) advocated the
use of application rationalization—streamlining the portfolio with the goal
of improving efficiency, reducing complexity and redundancy, and
lowering the cost of ownership. Through this process agencies can
identify duplicative, wasteful, and low-value applications and identify
opportunities for savings.

You asked us to review federal agencies’ efforts to rationalize their
portfolio of applications. Our objectives were to determine (1) whether
agencies have established complete application inventories and (2) to
what extent selected agencies have developed and implemented
processes for rationalizing their portfolio of applications. For consistency,
we defined applications as those commodity IT assets associated with
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enterprise IT systems and business systems commodity IT categories
identified in OMB guidance.’

To address the first objective, we identified four practices for establishing
complete inventories. We derived them primarily from our guide for
assessing the reliability of computer-processed data and best practices
identified in our 2014 report on federal software licenses. These practices
are (1) including the business and enterprise IT systems defined by OMB,
(2) including systems from all organizational components, (3) specifying
basic application attributes—namely application name, description,
owner, and function supported—, and (4) regularly updating the inventory
with quality controls to ensure the reliability of the data in the inventory.
The 24 Chief Financial Officers (CFO) Act of 1990 agencies provided us
with their software application inventories. We analyzed the inventories,
reviewed documentation, and interviewed agency staff to determine the
extent to which agencies implemented the practices we identified.

To address the second objective, we selected six agencies—the
Departments of Defense (DOD), Homeland Security (DHS), Labor
(Labor), and the Interior (Interior); the National Aeronautics and Space
Administration (NASA); and National Science Foundation (NSF). We
selected them based on their fiscal year 2015 IT spending—we selected
two large agencies, two medium agencies, and two small agencies—and
whether they claimed to have an application rationalization process. We
also included agencies recognized for effective rationalization efforts
based on our research and OMB observations. We identified a set of
common application rationalization practices, reviewed documentation,
and interviewed agency officials to determine whether the agencies had
processes addressing these practices.

We conducted this performance audit from May 2015 to September 2016
in accordance with generally accepted government auditing standards.
Those standards require that we plan and perform the audit to obtain

1According to OMB’s memorandum Chief Information Officer Authorities M-11-29
(Washington, D.C.: Aug. 8, 2011), enterprise IT systems include e-mail, identity and
access management, IT security, web infrastructure, and collaboration tools. Business
systems include finance, human resources, and other administrative functions. In
addition, while commodity IT assets represent a range of applications, systems, and
investments, we are using the term application to address them all.
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sufficient, appropriate evidence to provide a reasonable basis for our
findings and conclusions based on our audit objectives. We believe that
the evidence obtained provides a reasonable basis for our findings and
conclusions based on our audit objectives. See appendix | for a more
detailed discussion of our objectives, scope, and methodology.

Background

In March 2012, OMB launched the PortfolioStat initiative which required
agencies to conduct an annual review of their commaodity IT portfolio to,
among other things, achieve savings by identifying opportunities to
consolidate investments or move to shared services.? For PortfolioStat,
OMB defined broad categories of commodity IT:

« enterprise IT systems, which include e-mail, identity and access
management, |IT security, web infrastructure, and collaboration tools;

« business systems, which include finance, human resources, and other
administrative functions; and

« IT infrastructure, which includes data centers, networks, desktop
computers, and mobile devices.

Of those categories, the first two include software applications, which are
software components and supporting software hosted on an operating
system that create, use, modify, share, or store data in order to enable a
business or mission function to be performed. This includes custom,
commercial off-the-shelf, government off-the-shelf, or open-sourced
software. The memorandum establishing the PortfolioStat initiative also
required agencies to develop a commodity IT baseline including the
number, types, and costs of investments for all commodity IT categories.

In a subsequent memorandum, OMB advocated the use of application
rationalization to inform data center optimization efforts.® Application
rationalization is the process of streamlining the portfolio to improve
efficiency, reduce complexity and redundancy, and lower the cost of

20MB, Implementing PortfolioStat M-12-10 (Washington, D.C.: Mar. 30, 2012).

30OMB, Fiscal Year 2013 PortfolioStat Guidance: Strengthening Federal IT Portfolio
Management M-13-09 (Washington, D.C.: Mar. 27, 2013). While OMB advocated the use
of application rationalization in its memorandum, it did not define a process or propose
steps for carrying it out.
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ownership. It can be done by retiring aging and low-value applications,
modernizing aging and high-value applications, eliminating redundant
applications, standardizing on common technology platform and version
(as is the case for moving to shared services), or consolidating
applications.* OMB stated in its memorandum that application
rationalization would be a focus of PortfolioStat sessions and required
agencies to describe their approach to maturing the IT portfolio, including
rationalizing applications, in the information resource management plans
and enterprise roadmaps that are required to be updated annually.

In December 2014, the law commonly referred to as the Federal
Information Technology Acquisition Reform Act (FITARA) was enacted
and required covered executive branch agencies (except for DOD) to
ensure that Chief Information Officers (CIO) have a significant role in the
decision making process for IT budgeting, as well as the management,
governance, and oversight processes related to IT.® The act also required
that CIOs (in each covered agency except DOD) review and approve (1)
all contracts for IT services prior to their execution and (2) the
appointment of any other employee with the title of ClO, or who functions
in the capacity of a CIO, for any component organization within the
agency. OMB issued guidance in June 2015 that reinforces the
importance of agency ClOs and describes how agencies are to
implement the law.°

In that same memorandum, OMB changed PortfolioStat from being an
annual review session to quarterly reviews including a discussion of
portfolio optimization efforts and focus on commodity IT. Specifically, the
memorandum stated that agencies are to discuss how they use category
management to consolidate commodity IT assets; eliminate duplication
between assets; and improve procurement and management of

4Oracle, An Oracle White Paper in Enterprise Architecture, Application Portfolio
Rationalization: How IT Standardization Fuels Growth (Redwood Shores, CA, May 2010).
Reprinted with permission from Oracle.

SFederal Information Technology Acquisition Reform provisions of the Carl Levin and
Howard P. ‘Buck’ McKeon National Defense Authorization Act for Fiscal Year 2015, Pub.
L. No. 113-291, div. A, title VIII, subtitle D, 128 Stat. 3292, 3438-3450 (Dec. 19, 2014).

50MmB, Management and Oversight of Information Technology Memorandum M-15-14
(Washington, D.C.: June 10, 2015).
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hardware, software, network, and telecom services during the sessions.
Furthermore, agencies are to share lessons-learned related to commodity
IT procurement policies and efforts to establish enterprise-wide
inventories of related information. The memorandum also specified key
responsibilities for ClIOs—including having increased visibility into all IT
resources—and required agencies to develop plans to implement these
responsibilities by December 2015.

Further, during the course of our review, in January 2016, OMB updated
guidance to agencies requiring that they provide information regarding
their IT asset inventories when making integrated data collection
submissions.” The guidance required agencies to provide a preliminary
inventory by the end of February 2016 and a complete IT asset inventory,
including information on systems, sub-systems, and applications by the
end of May 2016 to OMB.

Finally, federal law and guidance specify requirements for protecting
federal information and systems. Specifically, the Federal Information
Security Management Act (FISMA) of 2002,2 among other things, requires
agencies to maintain and update an inventory of major information
systems at least annually, and the National Institute of Standards and
Technology specifies that this should include an accurate inventory of
software components, including the software applications which are the
subject of our review. OMB plays a key role in monitoring and overseeing
agencies’ security activities and their FISMA implementation. This
includes tracking how well agencies are managing their inventories of
hardware and software assets and protecting them.

"OMB M-13-09 created the integrated data collection approach to streamline agency
reporting functions and reduce agency burden.

8The Federal Information Security Modernization Act of 2014 (FISMA 2014) (Pub. L. No.
113-283, Dec. 18, 2014) largely superseded the Federal Information Security
Management Act of 2002 (FISMA 2002), enacted as Title Ill, E-Government Act of 2002,
Pub. L. No. 107-347, 116 Stat. 2899, 2946 (Dec. 17, 2002).
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GAO Has Reported on
Efforts Related to
Application Rationalization

In November 2013, we reported that agency commodity IT baselines
were not all complete and recommended that 12 agencies complete their
commodity IT baselines.® As of March 2016, 6 of the 12 agencies—the
Departments of Agriculture, Commerce, Housing and Urban
Development, and Labor; the Social Security Administration; and the U.S.
Agency for International Development—reported that they had completed
their commodity IT baseline. The remaining 6 agencies reported making
progress towards completion.

In May 2014, in a review examining federal agencies’ management of
software licenses (which are types of enterprise IT applications), we
determined, among other things, that only 2 of the 24 CFO Act
agencies—the Department of Housing and Urban Development and the
National Science Foundation—had comprehensive software license
inventories. Twenty had partially complete inventories and two did not
have any inventory.'® We recommended that agencies complete their
inventories. We also recommended that OMB issue a directive to help
guide agencies in managing licenses and that the 24 agencies improve
their policies and practices for managing licenses. In June 2016, OMB
issued a memorandum that is intended to improve agencies’ acquisition
and management of enterprise software, consistent with our May 2014
recommendation."” The memorandum contains elements related to
having a comprehensive policy, such as developing and implementing a
plan for centralizing the management of software licenses.

SGAO, Information Technology: Additional OMB and Agency Actions Are Needed to
Achieve Portfolio Savings, GAO-14-65 (Washington, D.C.: Nov. 6, 2013).

YGAO, Federal Software Licenses: Better Management Needed to Achieve Significant
Savings Government-Wide, GAO-14-413 (Washington, D.C.: May 22, 2014).

"owms, Category Management Policy 16-1 Improving the Management and Acquisition of

Common Information Technology: Software Licensing, Memorandum M-16-12
(Washington, D.C.: Jun. 2, 2016).
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Most Agencies Fully
Met at Least Three of
the Four Practices for
Establishing
Complete Application
Inventories

We identified four practices to determine whether agencies had a
complete software application inventory. To do so, we primarily relied on
best practices used in our recent report on federal software licenses
which determined, among other things, whether agencies had a
comprehensive software license inventory,'? and our guide for assessing
the reliability of computer-processed data. We determined that to be
considered complete agencies’ inventories should:

« include business systems and enterprise IT systems, as defined by
OMB;
o include these systems from all organizational components;

« specify basic attributes, namely application name, description, owner,
and function supported; and

« be regularly updated with quality controls in place to ensure the
reliability of the information collected.

Most of the agencies fully met at least three of the four practices.
Specifically,

e 4 agencies fully met all four practices;

« 9 agencies fully met three practices and 8 of these partially met the
fourth,

« 6 agencies fully met two practices and 5 of these partially met the
others,

« 2 agencies fully met one practice and partially met the three others,
and

« 3 agencies did not fully meet any practice.

Of the three agencies that did not fully meet any practice, one partially
met all four practices, and two partially met three practices and did not
meet the fourth. Table1 lists the 24 agencies and shows whether they
fully met, partially met, or did not meet each of the four practices, and

figure 1 graphically depicts this status.

2GA0-14-413.
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|
Table 1: GAO Assessment of Agencies’ Efforts to Establish a Complete Application Inventory

Includes systems Is regularly
Includes business from all Specifies updated with
and enterprise IT organizational basic application quality controls to

Agency systems components attributes ensure reliability
Department of Agriculture Fully met Fully met Fully met Partially met
Department of Commerce Fully met Fully met Fully met Not met
Department of Defense Fully met Fully met Fully met Fully met
Department of Education Fully met Fully met Fully met Partially met
Department of Energy Fully met Partially met Partially met Partially met
Department of Health and Human Fully met Fully met Fully met Partially met
Services

Department of Homeland Security Fully met Fully met Fully met Fully met
Department of Housing and Urban Fully met Partially met Partially met Partially met
Development

Department of the Interior Partially met Fully met Fully met Not met
Department of Justice Fully met Fully met Fully met Fully met
Department of Labor Partially met Partially met Partially met Not met
Department of State Fully met Fully met Partially met Partially met
Department of Transportation Partially met Partially met Partially met Partially met
Department of the Treasury Fully met Fully met Partially met Partially met
Department of Veterans Affairs Fully met Fully met Fully met Partially met
Environmental Protection Agency Fully met Fully met Partially met Fully met
General Services Administration Fully met Fully met Fully met Fully met
National Aeronautics and Space Fully met Partially met Fully met Partially met
Administration

National Science Foundation Fully met Fully met Fully met Partially met
Nuclear Regulatory Commission Fully met Fully met Fully met Partially met
Office of Personnel Management Fully met Fully met Fully met Partially met
Small Business Administration Partially met Partially met Partially met Not met
Social Security Administration Fully met Partially met Fully met Partially met
U.S. Agency for International Fully met Partially met Fully met Partially met

Development

Key: Fully met—the agency provided evidence that it fully or largely addressed the key practice for establishing a complete application inventory
Partially met—the agency provided evidence that it addressed some, but not all, of the key practice for establishing a complete application

inventory

Not met—the agency provided evidence that it largely did not meet the key practice for establishing a complete application inventory or did not
provide any evidence that it addressed the key practice

Source: GAO analysis of agency documentation. | GAO-16-511
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Figure 1: Assessment of Whether Agencies Fully Met Practices for Establishing Complete Software Application Inventories

Number of practices

Fully met Fully met Fully met Fully met Fully met

4 3 2 1 0
Number of agencies

Source: GAQ analysis of agency information. | GAO-16-511

Table 2 ranks the agencies first by the number of fully met practices, then
by the number of partially met practices.

Table 2: Agency Ranking by Number of Fully Met and Partially Met Practices

Number of fully Number of partially Number of not
Agency met practices met practices met practices

0 0

Department of Defense

Department of Homeland Security

Department of Justice

General Services Administration

Department of Education

Department of Health and Human Services

Department of Veterans Affairs

Environmental Protection Agency

National Science Foundation

Nuclear Regulatory Commission

Office of Personnel Management

Department of Agriculture

Department of Commerce

Department of State

Department of the Treasury

National Aeronautics and Space Administration

Social Security Administration

NININI NN X XVYR ¥ W W WD
NN NN~ alolo| O
o|lo|o|o|o|—~O|lO0j/O|lO|O|O|O|O|O|O| O

U.S. Agency for International Development
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Number of fully Number of partially Number of not

Agency met practices met practices met practices
Department of the Interior 2 1 1
Department of Energy 1 3 0
Department of Housing and Urban Development 1 3 0
Department of Transportation 0 4 0
Department of Labor 0 3 1
Small Business Administration 0 3 1

Source: GAO analysis. | GAO-16-511

The following are examples of how we assessed agencies against our
practices. See appendix Il for a detailed assessment of all the agencies.

The Environmental Protection Agency fully met three practices
and partially met one. The agency fully met the first practice
because its inventory includes enterprise IT and business systems,
with the exception of very small systems. In addition, it included
applications from all offices and regions in the organization. The
agency partially met the practice for including application attributes in
the inventory because, although it identifies the application name, and
description, component managing the applications, and the business
function associated with its applications, it does not identify the
business function for every application. Officials stated that they are
working to have this information populated for all applications. Lastly,
the agency fully met the fourth practice of regularly updating the
inventory because it has processes to update its inventory through the
agency’s software life cycle management procedure and provided
evidence of the annual data call issued by the CIO to ensure that the
inventory is current.

The U.S. Agency for International Development fully met two
practices and partially met two. Specifically, the agency’s inventory
includes business and enterprise IT systems and the inventory
includes basic application attributes. However, the agency’s inventory
does not include systems from all organizational components because
officials stated that coordination and communication in the
geographically-widespread agency is difficult. In addition, the agency
has processes for updating its inventory; however, it relies on manual
processes to maintain it.

The Department of Transportation partially met all four practices.
While the department’s inventory for the common operating
environment includes all business and enterprise IT systems and its
inventory of applications includes business systems, the inventory of
applications does not include all enterprise IT systems. Furthermore,
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both of its inventories do not include applications used by all of its
components. Specifically, the inventory does not include applications
used by the Federal Highway, Federal Railroad, and Federal Transit
Administrations, among others, and the inventory for its common
operating environment does not include applications used by the
Federal Aviation Administration. The department also partially met the
practice of including basic application attributes because, although the
department’s inventory includes these attributes, its common
operating environment does not provide the business function that the
applications support. Further, while the Department of Transportation
has a process for its partners to provide information on its individual
inventories in order to update the inventory of applications, it does not
have processes in place to ensure the reliability and accuracy of the
reported information, and thus partially met this practice.

Regarding the four practices, the majority of the agencies fully met the
practices of including business systems and enterprise IT system;
including these systems from all organizational components; and
specifying the application name, description, owner, and business
function supported. Only five agencies fully met the practice of regularly
updating the inventory and implementing quality controls for ensuring the
reliability of the inventory data because they provided evidence of
performing both of these activities. Table 3 shows the number of agencies
who fully met, partially met, and did not meet the practices.

Table 3: Number of Agencies that Fully Met, Partially Met, or Did Not Meet the Practices for Establishing a Complete

Application Inventory

Includes business

Is regularly updated with

and enterprise IT Includes systems from all Specifies basic quality controls to ensure
Rating systems organizational components application attributes reliability
Fully met 20 16 16 5
Partially met 15
Not met 0 4

Source: GAO analysis. | GAO-16-511

OMB'’s requirement for agencies to complete an IT asset inventory by the
end of May 2016 greatly contributed to most of the agencies including
business systems and enterprise IT systems for all of their organizational
components and specifying key attributes for them. Those agencies that
did not fully address these practices provided various reasons for not
doing so. For example, one agency stated that it has not made its
software application inventory a priority because it has been focusing on
major and high risk investments, while delegating applications to the
component level. Others noted that the lack of automated processes
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Agencies Rationalize
Some, but Not Al
Applications through
Existing Investment
Management
Processes

make collecting complete inventory information difficult. Further, others
noted that it is challenging to capture applications acquired by
components in the department-wide inventory.

While it is reasonable to expect that priority be given to major and high
risk investments, applications are nevertheless part of the portfolio and
should be accounted for as such. Not accounting for them may result in
missed opportunities to identify savings and efficiencies. It is also
inconsistent with OMB guidance for implementing FITARA which requires
that ClOs have increased visibility into all IT resources.

In addition, the lack of a comprehensive inventory presents a security
risk. If agencies are not aware of all of their assets, they cannot secure
them, resulting in a vulnerable posture. Given the importance of securing
federal systems and data to ensuring public confidence and the nation’s
safety, prosperity, and well-being, we designated federal information
security as a government-wide high-risk area in 1997." In 2003, we
expanded this area to include computerized systems supporting the
nation’s critical infrastructure. In our high risk update in February 2015,
we further expanded this area to include protecting the privacy of
personal information that is collected, maintained, and shared by both
federal and nonfederal entities.

As previously noted, application rationalization is the process of
streamlining the portfolio to improve efficiency, reduce complexity and
redundancy, and lower the cost of ownership. It can be done in many
ways, including retiring aging and low-value applications, modernizing
aging and high-value applications, eliminating redundant applications,
standardizing on common technology platform and version (as is the case
for moving to shared services), or consolidating applications. Based on
common practices identified in technical papers from industry experts, to
effectively perform rationalization, an agency should first establish a
complete inventory of applications. It should then collect and review cost,
technical, and business value information for each application, and use
that information to make rationalization decisions. These practices are

3GAO, High-Risk Series: An Overview, GAO/HR-97-1 (Washington, D.C.: February
1997); GAO, High-Risk Series: An Update, GAO-15-290 (Washington, D.C.: February
2015).
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consistent with those used to manage investment portfolios. Therefore an
agency can achieve application rationalization through established
practices related to investment management, including budget
formulation, security, or enterprise architecture.™

Each of the six selected agencies relied on their investment management
processes and, in some cases, supplemental processes to rationalize
their applications to varying degrees. However, five of the six agencies
acknowledged that their processes did not always allow for collecting or
reviewing the information needed to effectively rationalize all their
applications. The sixth agency, NSF, stated its processes allow it to
effectively rationalize its applications, but we found supporting
documentation to be incomplete. Only one agency, NASA, had plans to
address shortcomings. The following describes the six selected agencies’
processes for rationalizing their applications, provides rationalization
examples, identifies weaknesses and challenges, and addresses plans, if
any, the agencies have for addressing them.

« DOD: The department uses its investment management process for
defense business systems'® to annually review its applications.
Officials noted that the department’s enterprise architecture is also
used to identify duplication and overlap among these applications. In
addition, the department has identified eight enterprise common
services for collaboration, content discovery, and content delivery it is
requiring its components to use to, among other things, improve
warfighting efficiency and reduce costs.

One example of rationalization that DOD provided resulting from its
efforts with Executive Business Information System that was replaced

"4An architecture is a “blueprint” that describes how an organization operates in terms of
business processes and technology, how it intends to operate in the future, and how it
plans to transition to the future state.

Spyrsuant to title 10 U.S.C § 2222, a “defense business system” is an information system
that is operated by, for, or on behalf of DOD, including any of the following: a financial
system; a financial data feeder system; a contracting system; a logistics systems; a
planning and budgeting system; an installations management system; a human resources
management system; a training and readiness system. The term does not include a
national security system or an information system used exclusively by and within the
defense commissary system or the exchange system or other instrumentality of the
Department of Defense conducted for the morale, welfare, and recreation of members of
the armed forces using nonappropriated funds.
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by the Navy Enterprise Resource Planning system in a full migration
in 2014. Estimated cost savings or avoidances were estimated at
$268,000 in fiscal year 2012 and almost $200,000 per year in fiscal
years 2013 through 2015. In addition, in an effort to improve its
financial management systems, the department has efforts underway
to reduce the number of financial management systems from 327 to
120 by fiscal year 2019.

However, o